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ESR General Facts

ESR (Electronic Staff Records) is the system used by a majority of NHS trusts to keep track of employee information.
This includes personal information, pay information, mandatory training information and other types of staff
information.

All SHSC staff are encouraged to consult their profile and check the accuracy of the information held. Staff can also
choose to opt out of paper payslips using the ESR portal.

Training information including which topics are mandatory and expiry dates are accessible through ESR. ELearning as
a way to complete training is available on the Oracle platform through ESR.

Access from non-SHSC devices

This is now enabled as standard for users accessing ESR using a Username and Password combination. Smartcard
users will need to set up a password for remote access, and will only have access to limited functionality (not
affecting the ESR Spine). Remote Access allows you to set up access the ESR from a non-trust computer. For
example, if you regularly work at GP surgeries, in other trusts, at university, or you would like to log on and view
your online payslips form home, you are able to do this from your most convenient site rather than coming to an
SHSC site.

Please use the following web link to access ESR: https://my.esr.nhs.uk/

Please be aware the support you can access when using a non-SHSC device will be different. Start by using the
troubleshooting guidelines.

Help and contacts

- For any ESR related queries, ring 011422 (63301) then press 2 and 2 or email workforce@shsc.nhs.uk

- Ifyour query is training or E.Learning related please ring 011422 (62233) or email training@shsc.nhs.uk
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How do I log in? (Username/Password)

(I do not use a smartcard to access ESR)

ESR can be accessed through all Trust PC’s with an icon on the desktop or from https://my.esr.nhs.uk/. This is for
Username/Password users or if you have a Smartcard and have set up an “Internet Access” password. If you have an ESR

Smartcard but have not set an “Internet Access” Password, please go to How to log in? (Smartcard).

1) Click on the SHSC Apps icon on your Desktop

shscApps

2) Choose “ESR”

@e ESR

3) Enter your ESR Username and Password.

Usernames follow the format: 457FSURNAM**. F: first
letter of your first name; SURNAM: 6 letters from your
Surname; ** Two digit number.

Usermname™

(Example: 900JSMITHO1)
Password*

Forgotten | Request Username/Password | Unlock Account

Log in via Username Password

How do | retrieve Usernames and Passwords?

4) The first page you access is your ESR Portal.

My Paysiip

My Personal Information My ESR Calendar My Total Reward Statements

Toxyosr

Tuesday
November 28,
2017

How to Use my ESR Portal?

Back to the Content Page



https://my.esr.nhs.uk/

NHS

Sheffield Sheffield Health

City Council

and Social Care
NHS Foundation Trust

Retrieving username or password
(I do not use a smartcard to access ESR)

Never accessed ESR or have forgotten a username or password, follow the steps below to request them to be sent on your trust
email.

1) Click on the SHSC Apps icon on your 4) Enter your Username and email address if you have forgotten
Desktop your Password. Click “Forgot Password” once and wait for the

page to load.

OR Enter your email address and date of Birth if you have

forgotten your Username. Click “Forgot Username” once and wait

for the page to load

shscApps NHS Electronic Staff Record

Forgotten Username or Password

m
Forgot Password
“« ” Eh- ESH
2 ) Choose “ESR Enter your usemame and the email address assaclaled with your account, instructions for how to feset your
password will be emailed 10 you.
Usemame
H “"
3) Click on “Forgotten|Request Emai
7 (Example : first last@domain.comn)
Username/Password | Unlock Account "
Username* /Forgot Usemame
Enter the email address assoclated with your account and your date of birth, your usemame will be emailed to
(Example: 299JSMITHO1) you.
Email
Password* (Example: frsIast@domain com)
DateofBith [T 19] [T 18] [T
Forgotten | Request Username/Password | Unlock Account Date Month Year
\

5) An email will be sent to you with a link to reset your password if you have requested a Password reset or stating your
Username and a link to reset your password if you have requested a Username.

6) Passwords

Must contain 8 characters;

Must contain at least one letter and at least 1 number;

Must not contain any repeating characters (e.g. Sheffield; 2009);

Must not contain 3 sequential characters or more (e.g. collating sequential abc; 123, keyboard sequential
qwerty);

Must not contain your Username, first name or last name;

Must not contain any of a list of restricted words based on wordlists which are commonly used in dictionary-
based attacks (this is for example days of the week, months, football team names, pet names, NHS
organisation location names, some NHS, Medical and ESR specific terms).

v" You cannot change a password to any of the previous 5 passwords you have used.

ANE NI NN

AR

7) Accounts will become locked after three consecutive failed logon attempts. If your account has become locked, you can
either wait 5 days and try again or contact the appropriate support team

8) Please always bear in mind the SHSC password policy and best practice with managing passwords.
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How to log in? (Smartcard)
(1 use a SMARTCARD to access ESR - Electronic Staff Records)

If you have a smartcard, you will need the IT helpdesk to help you with an initial set up which involves installing an
identity agent software and the correct versions on Java software.

1) Insert you smartcard in the keyboard/USB smartcard 3) Click on the SHSC Apps icon on your
reader/laptop. Desktop

2) The Identity agent pops up, type in your code/password.

rE] Identity Agent )

Log in with Smartcard

shschpps

‘E nter your passcade

4) Choose “ESR Smartcard Access”

By entering your passcode you confirm your acceptance of the NHS Care Identity
Service terms and conditions

‘ (7 ESR Smart Card Access

Cancel OK

5) The first page you access is your ESR Portal. 6) Please contact us if you are an ESR
smartcard user or ring the IT helpdesk
if you are accessing ESR and need
support.

My Paysiip

4 Welcome to the

My Personal Information My ESR Calendar My Total Reward Statements

Tuesday i
November 28' Total Reward Stateme
2017

My Enrolments And e-Learning

My F:

000 Disability Matters -
Deprivation of Liberty
Safeguards

How to Use my ESR Portal?
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Setting up “Internet Access”

Remote Access allows you to set up access to ESR from a non Trust computer for selected URPs such as “Employee
Self Service Limited Access”. This is a one off process, to enable or create a password for your ESR account. After this
set up you will be able to access ESR outside of the N3 network (e.g. trust computers).

This is useful if:

- If you are a username/password user, and you want to use ESR outside the trust premises (at home,
from a GP surgery, at university Etc.) This is now enabled as standard for users accessing ESR using a
Username and Password combination.

- If you are a Smartcard user, this can be used to set up a password so you can access ESR with a
username/password combination wither within our outside the trust premises.
Please note: If you are a system administrator on ESR, or a manager/administrator self-service user,
internet access will only enable you to use your information as an employee; you still need to use a
smartcard on a trust computer to use your administrator access.

1) You will need to log in to a Trust computer using your Smartcard to set up the Remote Internet Access.

H “ ” . . Manage Internet Access %
2) Click on the “Manage Internet Access” option at the top right corner of the screen.

3) A.if you are a username/password user, click on the “approve” button. You will now have access from non-
trust computers.

B. If you are a smartcard user, you will use your ESR username starting with “457” but will set up a password
for ESR Remote Access. You can also use this to manage your password in the future; administrators will not
be able to reset a password for you. If you forget your password for your Remote Internet Access login, you
will need to log in using your Smartcard and reset your password using the “Manage Internet Access”
button.

Request Internet Access
@ TIP Please enter a new password of your choice to enable access to internet enabled URPs. You will also need to use your existing ESR username, as shown below

esr Username (D

* New Password
* Retype Password

Status Approved

4) Once you have created your password, use the following link to access ESR: https://my.esr.nhs.uk/

Please be aware the support team cannot reset passwords that have been created for “Internet Access”. These can
only be reset by the user themselves using the same route of access.

Back to the Content Page
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How to use my ESR Portal

The ESR Portal is a way for you to view information about yourself. You can manage your information for Workforce Information
& Training related purposes. You can access the content of the portlets by clicking on the blue title under each of them.

[NHS|

Electronic Staff Record
Sheffiekd Health & Social Care FT

Announcements My Payslip and P60

# ESR Preferences

0 & Pay date: 27-Jun-2018 ® Log Out
My Pages INHS| N —]
| Dashboard 1 3 Blood and Transplant
Our stocks of O negative blood are low.
Portal Content > If you can give blood please donate now.
ESR Navigator a8 saveslife
ES avigator —
GoPaperiess © (T N0

My Pay & Rewards >

My Personal Information My ESR Calendar My Total Reward Statements

vome: QD v o0 Eri s
2016-2017
My Compliance & cww’cm»m Frlday JU|y 20’ 201 8 n
Update My Personal Information Information You have no classes in the next 7 days m

My Absence >

My Favourites Total Reward Statements
My Propenty Register B Catalogue (Manage Learning)

¥ Searchand\ f (Manage Leamers) My Compliance
My Talent Profie ."_ Learmiog Hisiofy (142029¢ Leamets) & P My e-Learning 9 ®

— 9

anage emet Access % Sl manosry Ry oo QR

Percentage Compiance: 100%
457 Basic Life Support E-Assessment

m Status. Not Attempted

1. ESR Navigator: The ESR Navigator shows what you can access on ESR. Select your ESR role if you have more than one.
Expand and collapse the categories using the arrows next to the headings.

Update My Favourttes

2. Announcements: Latest news, view different announcements by clicking on the left and right arrows.

3. By Clicking on your name, make the link appear to your “ESR Preferences” and the “Logout” button.

4. The white page is a link to your ESR notifications. You may receive emails letting you know you have notifications to access.
5. “Manage Internet Access”, this is useful for ESR Smartcard users, explained in (see ESR & Workforce Info Userguide)

6. “Payslips portlet”, go paperless using this and consult your payslips. More information on ESR & Workforce Info guide

7. “Personal information”, collapse and expand using the arrow. More information on the ESR & Workforce Info guide

8. “My Learning” page can be accessed there, more information: ESR & Training Userguide

9. E.Learning enrolments: View up to 20 E.Learning enrolments and play from this portlet, if you use the “mandatory training
only” function, the portlet will show only E.Learning connected to valid certifications. We recommend using this.

10. “My Compliance and Competency” page is explained more in depth: see ESR & Training Userguide

11. “My Compliance” shows at a glance your percentage of compliance on your primary assignment. If you have more than one
assignment, use the drop down menu to select the assignment you want to consult. You may have different training
requirements for your different assignments resulting in a different compliance status.

12. Set favourites in this portlet so the pages you access most often appear on your Dashboard.

13. “ESR Calendar”: you can view key dates related to events that are kept track of on ESR, more information on ESR &
Workforce Info in the Userguide.

14. “Total Rewards Statements” portlet: use this to launch your TRS page, including pension information.

Back to the Content Page
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ESR Notifications

[Secure] You Have Open ESR Notifications - Please log in
to ESR to view. Do Not Reply to this mail.
esrwfmPROD@nhs.net

Mon 23/07/2018 04:32

N
.| Message 2 Encrypted_Message.htm (12 KB)

PRIVATE AND CONFIDENTIAL

You have received an email message secured by Private Post.
Please open the file called Encrypted_Message.htm to read the
message.

For notifications about training expiries:

You will receive notifications from ESR on your email
address recorded on the system. As we do not use nhs.net
email addresses, you need to log on to the system to read
the content of the notification.

You can do this by clicking on the white page at the top
right corner of the portal welcome page. IE

- Ignore the notifications about “Certification Subscriptions” (see ESR & Training Userguide)

- Training expiry notifications will mention “Competency update/expiry date” (see ESR & Training Userguide)

Back to the Content Page
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Troubleshooting

Working on a non-SHSC device
If you are using a computer on the SHSC network, the settings below should be your default settings when using ESR.

If you are using your own device or a device at another employer’s, please follow the guidelines as below:
- Use Internet Explorer 11; Note: other browsers may appear to work but issues will need to be
replicated in IE11 to be reported with our suppliers.
- Turn off pop up blockers (click on “Tools” (or Alt+X Keyboard shortcut); Select “Internet Options”;
“Privacy” tab; un-tick the box next to “Turn on Pop-up Blocker”. If you are using an SHSC computer,
the box will be ticked, but the ESR website is an exception in the “Settings”.
Pop-up Blocker

hwily | PR | ol

[ Turn on Pop-up Elodker Settings

Tools (Alt+X)

- To diagnose issues, and if you are reporting a problem, please send a screenshot of the PC Checker
when you are having the issue. This checks if your PC has the components it needs to use ESR:
Link to PC Checker: http://www.esrsupport.co.uk/pccheck.php

Example: Java is a slightly different version from the optimum to play some of the E.Learning content.

S — I I

MHS Ebee c Staff Record

Recommended PC Software and Settings for ESR

Tha P chacker belowy thowns Lhe softwar e cureenthy supgorn sd By 1B 1o scoess ESHL DFer verilons of soffwere £an be uied bod may nok be supgonsd

JRE Is not required for Makional or Regional e-Learning unies specified in the e-Leaming cotsiogue. ESE users who scoess ising 8 Smartcand or who ksnch “oore™ ESH formes

g HEPamcilRecrubmens leams will 150 reguibe JHE

Recommended Your PC

Irg et Exploner 11 Irtmrnet Explorer 11 u
Fva JRE LEDTE Javen JRE Wersion 1,8,0,152 =
Flargh verilon 103 or sk Flagh w350.001 74 “
Shocikwine w17 of sbove Shockwave v12.2,5,195 =
Pegup Enalled Peogupn nail blocioed “
Cookies Ensbled Cookies Enabied ot |
Screen Resclution 1380w1024 Resodiation 15301080 i
Mot Flash B not & reguineiment ior S8 Bl &L e ning oourees, . the Mt ol Statutery snd bandsbory Ofrses do nol raguie e Parslliton of Flrsh, Shoc e i

orily Facasired Tor 1T Sl Pat vy couris, you 8o il reed o install It osbei you nbend 1o plin: thisss Ooor i

Connectivity Problems

H yiou e 5l using JRE Tor kocal e-Learming. 1o sraune ywoer FC connects to OUM conmecthy, phease enool on the "Lising e-Leaming. in ESR oourse in CIUM and plry the first
kb, Thih vl Desit (e ooty beDaten your PC amd ESR

Oracle Certified Software

D5 b Buried o e - Dursdnamis Sulte AL Click Mene 10 find the vertlons of toftwers that have been bested by Cir sche Bo weork with Oracie £ -Buineis Suite R17

All the components may not have the same importance, e.g. some E.Learning will need Java which is not needed to
use the rest of ESR in Employee self-service.

If your problems persist: Contact us, send us a screenshot of the full screen when you have an issue, if there is an
error message, send us the exact text of the error. How to | take a screenshot?
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How do | take a screenshot?
A screenshot is a way to take a picture of the screen you are working on; you may want to take a screenshot either for your own
records or to show someone else.
— = —
. Jjsaaajaaaajacas
1. Navigate to the screen you want to take a screenshot of.

2. Press the “print screen” button on your keyboard. This may be abbreviated ]'@WWE
“PrtScn”, depending on your keyboard, you may need to press 3 D'.—]ﬂ[r\frﬂrrl—[n'qmm

Alt+PrintScreen or Windows+PrintScreen.
3. Open a Word document or an email [: m
LI O
L FIPFIEE

4. Paste (right click and paste or Ctrl+V keyboard shortcut) in the document or
email.

5.  You can them manipulate, change size or crop the picture.

6. If you are sending us a screenshot because there is an issue with ESR, please send the full screen, we will need to look
at what browser you are using. If you are completing E.Learning, we need to know the time and date the system
registered to narrow our searches. This is displayed in the bottom right of the screen if you send us full screen
screenshots and is very useful to us.

Has my E.Learning saved? (see ESR & Training Userguide)

- To make sure your E.Learning course saves, click the house button when you Click the Close icon to exit the course correctly >>> i

exit the course.

Resume

This saves where in the course you are leaving so you can pick up in the same place C I D G T
when you are ready to continue. off?

Yes No

- If you think you have completed a course but the competence
has not updated and the status still shows “Incomplete”: Check

000 Data Security Awareness - Level 1 Incomplete| [5g] Confirmed

you have completed all the modules in the course. Click to play i ——T
the course again and select “pick up where you left off”. Check Outline

that you have completed all the modules for the course, then . o PODms
clicked the house button in the top right corner of the screen. - AR 3 -

° ———— . Complete dod your ,...‘-, ..?‘u.nn N

~

Currently selected
and incomplete

Not opened

Incomplete

- Ifthe status on the course is “Completed” but the competence has not updated, you may not have been subscribed to an
up to date certification. Contact us if this happens with your full name or employee number and the name of the course.

457 Mental Capacity Act e-learning Completed [z8 Completed
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